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Overview

With over 100,000 installations in Germany alone in the
sectors of insurance, banking, industry and healthcare,
eSignatureSuite is probably the best-selling software for the
handwritten electronic signature in Europe and the virtual
standard in the German insurance sector. The reasons for
this are both its excellent product security and the flexibility
it offers with regard to the integration into existing software
environments and processes. eSignatureSuite is a complete
stand-alone PDF/A signing solution which does not require
any additional third-party software products.

eSignatureSuite is best suited for "simple" and
"advanced" electronic signature systems.

New in Version 6

v Sign with your
Smartphone or Tablet:
iStepOverSigner (i0S)
oder aStepOverSigner
(Android)

v"In accordance with the
technical guideline (BSI
TR-02102-1) of the
German Federal Office
for Information Security
(BSI), longer keys than
the currently valid 2048
bit keys are
recommended for
electronic signatures as
of 01.01.2023.
eSignatureSuite version
6 supports keys with up
to 4096 bit in
connection with the
current device firmware
and is thus prepared for
the future.

v" New way of document viewing on StepOver sighature pads called “Continuous Scrolling”: With the brand
new duraSign Pad US 10.0 users are able to scroll over multible pages (no page flip necessary)
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v/ Option to sync document navigation between eSignatureSuite & StepOver signature pad. In a counter
situation, the user can use the sync function to specifically control the display of the desired document

page for the customer on the signature pad.

v' Supports ZUGFeRD documents, PDF/A-2b documents, PDF/A-3b documents.

v' Supports terminal server environments when connected to our TCP- or Citrix Module.

v' Device mapping = several signature devices can be controlled from one PC specifically for different
signatures in the document. The new feature helps in situations where.

v The signatories should sign physically separated from each other (e.g. truck scales).

The signing solution for PDF/A Documents

eSignatureSuite  makes it

eSignaturesuite
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possible to display and sign T
PDF/A documents. Now PDF/A .
form fields can also be filled
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out and saved in
eSignatureSuite. The signature

software eSignatureSuite is
able to provide you with the
highest  possible  security
through bi-asymmetric

encryption and is compatible
with the use of maximum
security signature pads from

StepOver, which add the
captured signature to the
document encoding the
biometric data with an RSA

encryption in the device.

Step Over

StepOver GmbM. Otto-Kirsch Briches 11 10329 Ststigart Germany
Muster GmbH

z.Hd. Herm Mustermann

Musterstr, 123

123456 Muster-Stadt

Musterland

Stuttgart, 01.03.2014

Subject: StepOver sigr solutis
Dear Mrs. /Mr. Doe,

I hope you enjoy the demonstration of the StepOver signature solution

OrderNo: 123456789

Kind Regards

ol B

Signature StepOver Signature Customer
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eSignatureSuite can be executed and s

controlled from  your internet <[ Pompion
application (even through websites). i
eSignatureSuite also supports HTTP
and FTP file download for documents
(PDF/A files) and control files (e.g.,
configuration files, signature
templates, etc.), as well as data
transfer (upload) via FTP, HTTP and
HTTPS.

Step 'Over ’

Gt AT p—
Muster GesbH. Sttgant, den 05.03.2013

Subject: Presentation StepOver Signature solution
Dear Mr. / Mrs. Musterman,

This is 3 presentation of the StepOver Signature solution.
Keywond: 123456769

Application: Demo

[Textblock 1 1 - Signatare-Customer]

Signature Customer

e
[Textblock 2 - Approval] kb
1 hereby doclare that Loscm Ipsum Dolor 3911t

Approval debit advice provedure.

[Textblock 3 - Signature boker]
Tovisible Keyword

[Page 1 hom 1

Automation through intelligent signature templates

Intelligent signature templates help you capture signatures automatically and position them properly in your
electronic document. This works even for dynamically-generated documents, in which the position of the signature
fields may vary with each document. The places where a signature is required in a document can be established
through keywords in the text (for example, always below the word "signature"), as well as through predefined
signature fields in the PDF document.

Intelligent fields settings [ x |

Search order
SortOrder:
From left top to right bottom

Execution order:

4 AABBCC

F.; To | J

[~ Field bounds
" Defined by two comer marks
@ Defined by one mark and size

€ Defined by POF field ype Intelligent fields settings a
s.tad.m — Signature field dispk (mm) Sigr field position ——————
[Signature v [o GOL

) OCO
Width (mm): Height (mm): X [0 cCe
40 25 cCC ccc
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Automation
through intelligent
file renaming

The signed PDF/A
document often needs to
be given a name that is
partially derived from its
content, such as the order
number or client name.
Intelligent file renaming
can automatically search
the PDF/A document for
keywords (for example,
the order number) and
subsequently use these
words or characters for
the final file name of the
signed PDF/A document.
Intelligent file renaming
can also be combined
with a signature template

Configure macro buttons

Macro Button 1 | Macro Button 2 | Macro Button 3| Macro Button 4 | Macro Button 5| Macro Button 6 | Macio 4| »

Text on button: [~ E-mail (4)
[Macro Button ] | sendemai
Z Always show mai previe

Status Pt

I~ Button visble —

[~ Smal button StepOver eSignatureOffice L |
Enabled: | On start up [ Save file manually:

[V Disable manual signing | If you choose to save the file manually, a "Save As..." dialog appears. —“
1~ Confirmation (1)

e [ Send file automatically: 10 |

I: Copy file in the following folder:
IC:\ I ] I

[ Rename the file after copying:

ep UVer

INTERNATIONAL

:

X Concel

Confirmation type: ‘
e— .

[~ Delete source file after cc Intelligent rename
Actions 2) T Extend the fl name wih Pt
L[ Pk the document I Set read-onk"fle attibu o
[T Default printe I Send message aftec copy poc.

Name or TCP/IP address of ¢ e

: [ — i
Save fle
Svefie 0 Mossege text Number of characters:
e T CECDC— s
Save file as... L ————
‘ v || ¥ Extiact first word
oK
[~ Save and upload XML 4 ol
T SOk | Xcwe |

for a fully automated signing process, in which the user is taken from one signature field to the following, and only

has to sign.

A totally flexible standard application

Upon signing using the eSignatureSuite, the document can be automatically forwarded along the customer's internal
workflow. Numerous possibilities for integration into existing processes are available. For an application to be
flexible, the technical, as well as the functional and optical adaptability, is highly important. Buttons and functions
that are not intended for the use of the user can be blocked and disabled by the administrator. Even software design
can be changed. These individual settings and much more can then be exported in a configuration file (.scs) and
uploaded to any number of clients.

Display

=) Signature device

- Font (naturaSign series)

¥ Show "wiiting hand" symbol in signature field
[V Hide inactive buttons

a BMP file with a maximum of 27055

eSignatureSuite [ |
= General
- Stamp & Click here to protect the settings below with a password
- Appearance & Design
i Permissions \pp
- Directory Note that the Expd B N ¥ bnis YYou may choose your own company logo, which will appear on the
Window placement [V Show red rectangle around a signature field | UPPer right side in the eSignatureOffice application. Your logo must be

y I~ Gray group captions (after restart) s 0
Font (other series) §
- Signature image I™ Hide file name ) tep ver
Colour Devices [~ Show replace window W 270
File handing Choose a skin:
- PDF & TIFF Convetter Load StepOverLogo | LoadCustomLogo |
& Securty & Key manegenent
Timestamp —You can also change this option in the separate program Start Manager. If you secure this area with a password you
Certificate will also have to enter this d in the Start Manags licati
Impott / Export seltings Show window frame [
Intemet G o

Show menubar [V rhe wew coie 1ot
Showlogo bar v 19 (ver

Show "File" toalbar V' |
Show "Navigation & Zoom'' toolbar [V
Show mode buttons on the right side v
Page 1 fom

L Show status line ¥ 4 | Pl

| o Save sellings | % Cancel
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Usability

v
v
v

Input

AN N N NN

<\

Sign directly in the document (no separate window is opened for the signature)
Displaying the PDF's table of contents

Preview of the pages of the
PDF as thumbnails

Zoom, scroll and flick
through PDF documents

Fill in the PDF's form fields
and then save completed
documents

View the full document on
color-screen signature pads
from StepOver (for
example, duraSign Pad US
10.0)

Total control over
restricted access (hiding
certain icons, for example)

Any document from a printable Windows application using the enclosed PDF Producer
PDF/A documents created by the customer

PDF/A documents including signature fields added by the customer

PDF/A documents including form fields added by the customer

File transfer to eSignatureSuite via program call and transfer of start-up settings (also in XML)
Documents input also possible via HTTP, HTTPS and FTP

Transfer of signature templates with optional and mandatory signature fields, as well as other instructions
(for example, instructions about transfer or further processing of documents)

PDF form fields partially or fully filled in from the customer application

Transfer of individual settings for
appearance and software
functionality preferences

N
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Output

v' If the document sent to the application is a PDF/A compliant, the eSignatureSuite will provide a file in this
format

v' The outgoing file will contain signatures compliant with I1SO standards, allowing the verification of the PDF
within any "standard" product (for example, Adobe Reader), as well as being compatible with other
signature solutions and tools compliant with the standard

v' Signatures based on a certificate canalso be used as handwritten electronic signatures

v" When used in conjunction with a StepOver signature pad from the naturaSign series, the resulting advanced
electronic signature is compliant with e-Sign law

v' Export documents via HTTP,
HTTPS and FTP

v' Generate a file with N
information for the corporate
application about the status of
each signature field (if they
have been signed or not, etc.)

v Print signed documents

Adaptation/integration

v" The customizable user interface (you can modify and deactivate a range of icons)

v" Complete integration into corporate applications as a visual component (OCX)

v Settings can be created in one workplace and then can be exported and imported to any other workplace,
as a configuration file

v’ eSignatureSuite can be used as a plug-in for browsers such as Internet Explorer (IE6 onwards),
Firefox/Chrome (only via additional extensions)

v" The our on-demand branding tool allows administrators to modify the user interface almost indefinitely
(available on demand)

)
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Intelligent signature templates (for example automatic positioning of the signature field above keywords in

dynamic documents)

v\ Zoom feature during the signing process and automatic jump to the next signature field
v'  Different treatment for compulsory and optional signature fields (when 'cancel' is selected in a compulsory
field, the whole signature process is canceled)
v' Define macros to automate events (for example save, print, send the document by email, upload files,
transfer files to other programs)
v’ Intelligent file naming (for example will
automatically detect order number within
a PDF and assign this as the name, or part
of the name, of the file)
Security
v' StepOver Signature pads employ up to 4096-bit RSA
encryption of biometric data within the signature pad
itself provides maximum security
v Signature pads from the naturaSign series support the
digital signing of documents on the pad itself
v' Optional 4096-bit RSA encryption of biometric data
within the software, if another signature device is in use
lowers the security
v' Supports time servers for attaching time stamps to
signatures (time server requires Internet connection)
v Sign the document without compromising security
v' Automatic blocking of signature fields after signature
v" The captured signature is easily verified (for example,

i

with Adobe Acrobat Reader)

Further information and the free test version of "eSignatureSuite" can be found on

our webpage.
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